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1. Introduction

The front desk portal is used for registration of guests and issuing of mobile keys.
The guest uses a mobile access app from which he/she can check in and then get
a mobile key to his/her phone.

ASSA ABLOY cloud servicgs

Mobile Key generation

Guests f Reservations

O 40
—/=\ =

Front Desk Portal Visionline server
key sequence

‘ ’ Reservafions and check-in @ Guestreservation entered via Front Desk Portal
_} Mokile Key generafion and delivery @ Reservaton shows in app. Guest checks in.

@ Mobile Key request to \Visionline via Front Desk Portal

@ Mobile Key generated and delivered o guestapp

Figure 1

1.1 Prerequisites

e Visionline 1.17.1 or higher

e An e-mail address for logon to the front desk portal to get the system registered
and to receive access credentials

e For live installations: a Visionline software option, which in turn includes options
for mobile access and web service (Art. No e.g. 0070074; different variants exist,
discuss with your ASSA ABLOY Hospitality business unit/business partner)

e For live installations: a license for the front desk portal (Art. No 4826358)

e For demo installations: a demo license for the front desk portal (Art. No 4826359)
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2. To set up Visionline
1. Make sure that Visionline is installed as a server.
2. Add at least a few guest rooms and preferably also one or more common rooms.
3. Details™ and passwords for mobile access accounts, and also UUID, must be set
via an option code. To get the option code, follow the steps below:
- If it is an existing installation, go to System settings under the Reports
tab in the Visionline navigation window. System settings is available even
if you are not logged on. Communicate the system code to your ASSA ABLOY
Hospitality business unit/business partner (see order acknowledgement for
phone number and e-mail address) or enter the system code in the Ordering
web page. You will get an option code in return; go to Tools/Option code,
enter the option code and click Apply.
- If it is a new installation, the option code can instead be included in the
license code. In this case, the option will be set when you set system ID
in Visionline; see Setup manual Visionline for details.

) Regarding the Name of the account, make sure to choose something intuitive/descriptive to label
the particular mobile access connection. The name does not need to match any external information
and it is for use
e when issuing a mobile key from within Visionline
¢ when an attached integrator, e.g. the front desk portal or PMS, makes a call to Visionline to issue

a mobile key and a mobile access account must be specified

The name is even more important when Visionline has more than one mobile access connection.
Example: If Visionline can issue mobile keys to two different apps, the names for the mobile access
connections could reflect the respective app names. Note: If nothing else is chosen, the default
mobile access account is used. Default is the firstly added account, or any other account for which
'Set as default account’ has been marked in the Mobile access account details dialog in Visionline.

The Description field for the mobile access account could contain any extra information, notes etc;
this field is not mandatory to fill in.

2.1 To view account details and UUID

L] Mobile Access ===l (] 1. Double click on Mobile Access under
the Lists tab in the navigation window.
2. Mark the concerned mobile access account

in the list and click Properties.

e | | poomse

Print » Close

Figure 2
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[] Mobile Access account details

Miscelaneous

Server

fl
[
i

Name: | Leisure Life Hotels

[Aset s Defauit Account

Description: |

WRL:

[[JRequire valid certificate

User name: | rixastu

Passiord: | sesesses

System ID: | 579

3. In the Mobile Access account details
dialog, information for the concerned
mobile access account will be shown.
Note: 'Require valid certificate' must
always be checked.

Figure 3
R =I=&S1 4. Under the Miscellaneous tab, information
Contprasontrs | \ about Configuration URL and Metadata
CZ“’”'“’““ will if applicable be shown.
et \
o] " || Note: The BLE configuration data for the lock
Figure 4 must be transferred from Visionline to the
locks at initiation; mark the checkbox 'Include
BLE configuration data' under Initialize lock
in Lock Service 3G (see Quick reference guide
Lock Service 3G for details).
Options 5. The UUID is shown at Tools/Options/
General Miscellaneous MObiIe Access.
[+~ Guest cards
_-‘- Report types Wi:
[#)- User defined text
- Events
[+ System
[+ Printer
- Validation
[#- Online
[+ E-mail
[#]- SMS
[+ Energy management
Loyalty
Figure 5

2.2 To test an account

MNotice

P

Success in using the Mobile Access settings.

Figure 6

1. Click the Test button to verify the account;
this applies for live systems as well as for
demo systems.

ASSA ABLOY Hospitality

66 1402 207-3




3. To set up the front desk portal

1. From the web browser on the
|@| https://hospitality-mobile-access.assaabloy.com/#/]ogin| Visionline server computer,
Figure 7 go to the address
https://hospitality-mobile-
access.assaabloy.com/#/login
. Log in with the admin e-mail
address provided with your order.

Figure 8

The menu on the homepage has the
following alternatives:

Personal settings
%} a.f System settings

Operators
Mobile settings

Import guests
Figure 9 Log out
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3.1 Personal settings

Under Personal settings, two tabs are available; see sections 3.1.1 and 3.1.2.

3.1.1 User settings

1. Under User settings, it is
possible to change the name
and/or password that is used
for you in the system.

Personal settings

Figure 10

3.1.2 Personal settings

1. Under Visionline settings, type
in your Username and Password
for Visionline. If more operators are
later added, each operator should
be set up here.

== Note: For demo purposes, the
default sym, sym (or other demo
credentials, if they have been
changed) can be used.

Figure 11
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3.2 System settings
Under System settings, two tabs are available; see sections 3.2.1 and 3.2.2.

3.2.1 Hotel settings

1. Under Hotel settings, the property
information can be configured.

System settings

din the mobile app.

Hotel details
ok

2. All fields under Hotel details
are mandatory to fill in.

Homepage

Note: The information which is entered
here is what the guest will see in the
mobile access app. Make sure that

the address is correct since the mobile
access app will use the Google Maps
app to find the location.

Note: Check in open states the
number of hours prior to arrival
that a guest can check in through
the mobile access app.

Figure 13

rE————— 3. Scroll down below the Hotel details
rym——— shown in Figure 13 to see the
""""" == Visionline settings as in Figure 14.
e 4. At Visionline URL, enter
- if the client (demo or sharp) is running
from the Visionline server: the localhost
BBl URL. For simplicity, use the default
Figure 14 local host https://localhost:443/api/v1
- if the client is running from another

server/computer: a publicly accessible
«/ Hotel Updated IP address of the Visionline server.
5. Click the Save button; the message

Figure 15 'Hotel updated' will be shown.
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https://localhost:443/api/v1

6. Click the Download button

shown in Figure 14 to save the
oo Lol - Mobile_access_visionline_client.zip
= el AR file to your server.
e T ot . I 7. Unzip all files in C:\mobileaccess;
T e 7 if the directory does not exist,
N s el create it.
Figure 16 8. Run either the install64bit.bat

or install32bit.bat file from the
mobileaccess folder, depending
on your operating system.

9. Enter services.msc in the Run dialog
of Windows and click OK.

75, Type the name of a program, folder, document, or 10.In the Services dialog, verify that

= Internet resource, and Windows will open it for you. the service AAHMobileAccessC/ient

Open:  services.msc = IS running.

its | Name : Description _ Status __ Startup Type  Log On As
= AARMobileAccessClient Started] Automatic  Local Syst..

S ActiveX Installer (AXInstSV) Provides Us... Local Syst..
% Adaptive Brightness Monitors a.. Local Senvi
4 Adobe Acrobat Update Service Adobe Acro... Started Local Syst.
4 Adobe Flash Player Update Service  This service .. Local Syst.
“ Alps HID Monitor Service Monitor HL. ~ Started ~ Au Local Syst..

A Local Syst.

G A

G A

% Application Layer Gateway Service Local Semi..

% Applics Local Syst..
ASPNE Manual Networks.

% Backgr igent Transfer Sewvice Transfers fil. Started  Automatic (.. Local Syst.
Base Fil TheBasefil.. Started  Automatic  Local Senvi
BitLocks jonService  BDESVC ho... Manual Local Syst..

% Block Level Backup Engine Service ‘The WBENG.. Manual Local Syst..

» |\ Extended {Standard

Figure 18

11.Click the Configure button shown in
Figure 14; a dialog Additional access
with all doors from the Visionline
database will be shown.
Note: 1t is recommended to click the
Configure button even if there is no
additional access, since clicking the
button without getting an error ensures
a valid connectivity between front desk
“ portal and Visionline.
. 12.Select the applicable common doors.
Figure 19 Note: There is no need to select
guest entrance doors since these
are included by default, based on
the guest room range.
13.Click Save in the Additional
access dialog.

ADDITIONAL ACCESS

103
104
%
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3.2.2 Import settings

System settings

Import settings

Step 1

Select CSV File

Setings to import multiple guests using Ale(s) generated from Property Management System. Use the input fieics below to ma

Figure 20

Under Import settings, information
from a csv file can be imported to the
front desk portal.

1.

2.

Click Select CSV file and choose the
applicable file.

For each of the fields under Guest,
E-mail etc that are shown in Figure 20,
click the arrow to the right in the field
and choose the applicable corresponding
heading that is used for the field in the
CSV file.

. When step 2 has been performed for

all fields, click Save.

3.3 Operators

Figure 21

. In the Operators section, additional

operators can be added to the front desk
portal. Note: There are two operators
levels; "regular" operator and system
manager. An operator can only issue
mobile keys while a system manager
also can configure the front desk portal.

Add Operator

Name Fredrik hansen

. In the Add Operator dialog,

fill in the fields.

. If the operator should be a

system manager, drag the System
Manager checkbox to the right.

4. Click Save.

E-mail

Password

System Manager

Close

fh@test.com

1234ABC

The password must contain at least 8 characters

| @)

Figure 22

ASSA ABLOY Hospitality
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3.4 Mobile settings

3.4.1 App branding

1. In the App branding section, it is
possible to add an image for the hotel;
click the button marked with red in
Figure 23.

Note: The aspect ratio for the image
differs from device to device. There is
however a general requirement for
the maximum image size; 500KB.

Figure 2

3.4.2 Check-in settings

In the Check-in settings section, it is
possible to change the physical check-in
required configuration of mobile app from
front desk portal. This feature gives the hotel
or hotel operator an option to tell the guest
that he/she needs to be physically present
at the front desk for receiving a mobile key,
instead of walking past the front desk and

go directly to the room.

Mobile settings

Figure 24
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4. To use the mobile access app

Front Desk at Colin's Plaza hospitality-mobi com 14.01 (for 1 minutt siden) -
til meg (=

g 1. Guests who are first time
ae - e users of the mobile access
app will get an e-mail with
a link to be able to download
[

/= the app from Appstore or

= Google Play; the app is called
ASSA ABLOY ASSA ABLQOY Hospitality

piaiy Mot s Mobile Access.

Colin's Plaza
3 September - 5 September

Figure 25

2. The guest installs the
app and goes through the
verification process (click
Verify registration), using
the same e-mail address as
was used in step 1 above;
once registered with the
e-mail address, the app
is ready to use.

3. Approximately 24 hours
before the hotel stay,
the guest will get an app
notification for check-in.

Hospitality Mobile Access

Click below to venfy
your registration

VERIFY REGISTRATION

Figure 26
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4. When the guest wishes
to do so, he/she can check
in through the app and
When do you think estimate the time of arrival
you will arrive? at the hotel. If the guest
Standard check-in is 4:00 selects an arrival time
e i which is before the hotel
check-in time, an information
message as in Figure 28 will

Welcome!
Check-in is open

RASIEVAVION
Hotel Seven
11-12 New

be shown.
Figure 27
. 5. When the key for the guest
@ Mobile Access 09:58 has been issued according to
Key delivered. section 5.3, a message as in
e — s Figure 29 will be shown in

the app, and the actual key

will be shown in the app as

in the example in Figure 30.
Note: By tapping the

“iDess 1ovinucllAS-Cesa +0 % @ g keycard, the user will see
€ Generic Resort € Generic Resont details about additional
access; see example in
Figure 31.
o ¥
AUGUETAS
Agderry Comatt Webade hderey Comptt Webaie
110 1
Rt ruarmibser Roc -
Addeceal Ao M@-u_.
Figure 30 Figure 31
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5. To operate the front desk portal
Note: It is not possible to check out mobile keys through the front desk portal.

5.1 To register guests manually

1. If section 5.4 Import guests is not
applicable, guests can instead be
registered manually; click Register
from the first screen shown after
logging on to https://hospitality-

&1 = mobile-access.assaabloy.com/#/login

‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘

Figure 32

—— 2. Fill in the fields and click Register;
the message Reservation registered

Regist i
egister will be shown.

Name. Colin Johansen v

E-mail colinmjohansen@gmail.com v

Check in 2015-10-28 v

Check out 2015-10-29] B v

Figure 33

Reservation registered
./ Colin Johansen's stay was added to
Reservations.

Figure 34

3. After registration, the guest will
appear in the Reservations list.
The guest will remain in this
section until one day after the
check-out date.
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https://hospitality-mobile-access.assaabloy.com/#/login
https://hospitality-mobile-access.assaabloy.com/#/login

5.2 To check the status for guest reservations

Reservations

Administrator ‘

Figure 36

Guests

Reservation Reservation 123

Status on Guest
checkin process

Figure 37

1. The front desk staff can
follow the status of different
reservations in the front desk
portal. Click Reservations
shown in Figure 36; a status
view as in Figure 37 will
be shown.

2. When the room for a new
guest is available, the staff
can prepare a keycard for
the room.

Administrator ‘

Guest ready
0 Colin Johansen is ready to receive
a mobile key.

Figure 38

3. When the guest has checked
in via the app, a notification
will be shown in the upper
right corner of the page of
the front desk portal.

St 3 Reservations

Reservations

Guests

Check in @ Check out Room Reference

151125 102

Figure 39

4. When the guest name is
marked with green in the
reservation view (see example
in Figure 39), the guest has
received a key on his/her
mobile phone. Note: To verify
if the guest has arrived and
used his/her mobile phone at
the hotel, you must instead
look at the status view (see
Figure 37).

ASSA ABLOY Hospitality
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5.3 To issue a mobile key

1. Click Issue keys on the first

ﬂ screen shown after logging on
to https://hospitality-mobile-

Issue keys access.assaabloy.com/#/login,
Figure 40 to find guests that are ready

to receive a key.

2. In the Issue mobile key
dialog, choose an available
Room number and mark the
applicable Common rooms,
if any. Click Issue key.

Guest Colin johansen Note: If the room is already
occupied, a popup as in
Figure 43 will be shown.

3. The guest will get a popup

Issue Mobile Key

Room number 101

Reference Reservation 123

Common rooms FrontDoor #Garage CGym @ Spa on his/her phone, showing
the room number.
Figure 41
Issue mobile keys
= ==
Figure 42

-~
ASSA ABLOY
-

AR —
Room Already Occupied
Reservation
» Roam Iy alseady sualgned b
+ By clicking hswe Ky, Mabie Ar
Eeteienie + Chick bere f knwe how o add g
b
Clése
Guests R
Pt S, Eenall sthaned viewe of arrivad

Figure 43
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https://hospitality-mobile-access.assaabloy.com/#/login

4. When the mobile key has been
successfully issued, a message
as in Figure 44 will be shown.

)

Reservations Administrator

2015-10-28 - 2015-10-29

Figure 44

5. By clicking on the Status
window (see Figure 45) under
the Reservations list, it is

_ possible to follow the status

of a guest (see Figure 46).

Status

Figure 45

History of colin |ohansen's stay

Guest checked in 16:59 (2015-11-08)

Key issued by front desk 17:00 (2015-11-08)

Key ready for delivery 17:01 (2015-11-08)

Key delivered to mobile device 17:01 (2015-11-08)
Key used at premises 1704 (2015-11-08)

Figure 46

6. After the guest has checked
in and has received a
key, you can from the
reservation view:
e extend the stay/change the
: check-out time
Figure 47 e delete the reservation prior

to default checkout
e add or remove common doors

Figure 48

Q Key Waiting

colin Johansen has a key waiting.
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5.3.1 To issue a joiner key

1. Mobile joiner keys can be added
during the first reservation, or after
the first guest has checked in and
have a key on the phone.

Figure 49

fwn b Reghoer

Register

e

2. A check-in update is sent.

TR
ol Jobunen, ey Fasdond s
whay ey sl v T

Figure 51

3. Issue a joiner mobile key;
if desired, mark/unmark
common rooms.

Issue Mobile Key

Check in alreasy in progress. ifs therefare net possible ta change rsom
mumbes at this point

koom number 101
Guest Jenny Foslund

Referene: Test

Common roams

Figure 52

ASSA ABLOY Hospitality
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5.4 Import guests

The Import guests section allows

you to import a csv file with reservation
details for multiple guests at the same
time. Note: The field explanation from
section 3.2.2 is used.

Import guests

1. Click Select CSV file and choose the

Figure 53 applicable file; an example of CSV file
is shown in Figure 54.
B . e s e e 2. Click Register all to register details
Bk EECES o L) . forall guests in the CSV file in the

front desk portal. When this is done,
it looks as in the example in Figure
55. If desired, one or more guests
can be removed.

Figure 54
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6. Troubleshooting

6.1 System requirements

The requirements for the local Visionline server to be able to connect successfully
to the Credential Services server are:

1. Firewall: allow outgoing port 443 (standard https port); this port is used by
Visionline for the connection to the front desk portal.

2. Security: Visionline is coded using Windows libraries included for Internet
connection. In the Internet Options dialog, Advanced tab, mark the
checkboxes 'Use TLS 1.0, 'Use TLS 1.1' and 'Use TLS 1.2'.

Note: Mobile access is backwards compatible to TLS 1.0.

==

General | Security | Privacy | Content | Connections | Programs | Advanced

Internet D;;:(iorrs
r ' s

Settings
[ Enable Enhanced Protected Mode™ -
+| Enable Integrated Windows Authentication™
¥ Enable native XMLHTTP support
¥ Enable SmartScreen Filter
|| Enable Strict P3P Validation™®
v Send Do Not Track requests to sites you visit in Internet Explc

| UseS5L 2.0
0

Use TLS I.D

' Warn about certificate address mismatch™
| Warn if changing between secure and not secure mode =
I Warn if POST submittal is redirected to a zone that does not p

] m 3

*Takes effect after you restart your computer
Restore advanced settings.

Reset Internet Explorer settings

Resets Internet Explorer’s settings to their default | Reset.
condition. L -

You should only use this If your browser is in an unusable state,

[
o J[ cmet || awoy |
Figure 56

6.2 To check the Visionline server connection

1. Browse to https://www.howsmyssl.com/

ASSA ABLOY Hospitality 66 1402 207-3



https://www.howsmyssl.com/

6.3 Event log and PMS log
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Figure 57

The event log and the PMS log in SysMon can give valuable information when
troubleshooting the front desk portal.

1. Choose File/Event Log and/or File/PMS Log in SysMon.
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ASSA ABLOY Hospitality APAC

E-mail: apac.hospitality@assaabloy.com
Phone: +65 6305 7670

ASSA ABLOY Hospitality EMEA
E-mail: emea.hospitality@assaabloy.com
Phone: +47 69 24 50 00

ASSA ABLOY Hospitality North America

E-mail: northam.hospitality@assaabloy.com
Phone: +1 972 907 2273

ASSA ABLOY Hospitality Latin America

E-mail: lam.hospitality@assaabloy.com
Phone: +52 5536 40 12 00

www.assaabloyhospitality.com
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